DONOR PRIVACY
Philosophy
By protecting the privacy of donor information, a nonprofit helps build public trust. 

Standard
A nonprofit provides a privacy policy on its website or by request that describes how donor information is collected and used. It allows donors to “opt-out” of making their private information available or shared. Also, a nonprofit has a board-approved discontinue contact policy guaranteeing that donors can be removed from solicitation and other mailing lists. 

ADDITIONAL INFORMATION
Some organizations include this donor privacy provisions in a donor bill of rights (e.g. Association of Fundraising Professionals Donor Bill of Rights), regular communication to the donor (e.g. giving envelope) or in a website privacy policy. Each of these policies or procedures can vary depending upon the organization.  Following are some suggestions for the content of a privacy policy:
· Identifies the specific website that the privacy policy applies to.
· Outlines what the privacy policy covers.
· The personally identifiable information and non-personally identifiable information that the organization collects (e.g. credit card information) and how this information is used.
· Disclosure by the organization of personally identifiable information to a third party.
· Example of opt-out: option of the donor to withhold any information from the organization to which they donate. 
· The choices and access of the donor to their personally identifiable information (e.g., changing personally identifiable information).
· Other websites and links on organization website to or from other websites.
· Description of cookies.
· Security:
· Credit card transactions - credit card information that is not retained, controls over physical access to electronically stored credit card information, no guarantee that the credit card information will be secure or that the receiver will not be liable for information the donor shares with others, etc.
· Reference to third party payment service.
· Use of Secure Sockets Layer (SSL) online technology or industry standard security measures and encryption technology by the receiver or a third party. 
· Children’s Online Privacy Protection Act language.
· How to contact the organization regarding the privacy policy or privacy questions or concerns.
· Changes to the privacy policy.
· Date on which the privacy policy was last updated.  
